HNudopmaimoHHasi TaMsITKA /1151 HECOBEPILIEHHOJIETHHX 110 BOIPOCaM KHOep0e30IacHOCTH

B cetu «IHTEpHED»

KoMnbl0TEepHBbIE BUPYCHI

KoMIbroTepHBIl BUPYC - 9TO PA3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTrpamMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBIISIETCS CIIOCOOHOCTD K Pa3MHOKEHUIO (KOIMPOBaHUIO). B nonosnnenue
K 3TOMY, BHUPYCHI MOTYT IMOBPEIUTHb WM TOJHOCTHIO YHUYTOXXUTH Bce (Dailibl M JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIB30BATEIN0, OT UIMEHU KOTOPOTo OblIa 3aIlylieHa 3apaEHHas IporpaMma,
a TaKKe MOBPEIUTh WIN JJa)Ke YHUUTOXKUTh ONEPALIMOHHYIO CUCTEMY CO BCeMU (aiijiaMu B LIEJIOM.
B GonbmmHCTBE CllyyaeB pacpoCTPaHsAIOTCS BUPYChI Yepe3 UHTEPHET.

MeTtoabl 32a1HUTHI OT BPEIOHOCHBIX POrPAMM:

1. Hcnoinb3yit COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHB 3alUThl OT BPEIOHOCHBIX IIPOrPaMM;

2. [locrosiHHO ~ycTaHaBnuBail mnaruu (uUM(pOBbIE 3amjaTkH, KOTOpbIE
ABTOMATUYECKU YCTAHABIMBAIOTCA C LEJNbI0 J0pa0OTKM HpOrpaMMmbl) U JApYyrue
O0OHOBIICHHSI CBOEH OIepannoHHOM cucTeMbl. CKaunBaii UX TOJIBKO ¢ OUIMATIBHOTO caiiTa
paspabotunka OC. Eciu cyiecTByeT pexxuM aBTOMaTHYECKOT0 OOHOBJIEHHUS, BKIIIOUYH €T0;

3. Pabortaii Ha cBoeM KOMIbIOTEpPE IMOJ IpaBaMH  I10JIb30BaTE,
a He aJAMHHHCTpaTopa. ODTO HE IO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMMm
MHCTaJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnone3yil  aHTUBUPYCHBIE  IIPOTPaMMHBIE  NPOAYKTBI ~ MU3BECTHBIX
POM3BOIUTENEH, C aBTOMAaTUYECKMM OOHOBIIEHUEM 0a3;

5. Orpanuyub pU3NYECKHI TOCTY K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Wcnonp3y# BHEIIHKME HOCHUTENM HWH(OPMALMU, TaKUe Kak (Uielka, AUCK
wiu ¢aiin u3 IHTepHeTa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He otkpbiBaili koMmmbloTepHble (ailiibl, MONy4YE€HHBbIE W3 HEHAJIEKHBIX
MCTOYHHKOB. J[axke Te (aiiibl, KOTOpHIE MPUCIIal TBOM 3HAKOMBIH. JIydlie yTouHu y Hero,

OTHPpaBJIA JIU OH TeOe Ux.

Cern WI-FI

C nomompto WI-Fi MOXXHO MosydnuTh O€CIUIaTHBIN MHTEPHET-IO0CTYI B OOIIECTBEHHBIX
MecTax: Kade, OTeNsIX, TOPrOBbIX IIEHTpax M a’pomoprax. Tak ke sBISETCS OTIUYHOM
BO3MOXHOCTBIO BbIXoja B MHTepHer. Ho MHOrme sKCmepThl CUMTAIOT, YTO OOILEAOCTYIHBIE
Wi-Fi cetu He sBisitoTcsi 0€30M1aCHBIMHU.

Cogetbl 10 He30n1acHOCTH PadoThI B 001e10CTYNHBIX ceTsiXx Wi-fi

1. He nepenasaii cBoto auuHyro nHpopMaiuio yepe3 oduienoctynusie Wi-Fi
ceru. PaboTas B HuUX, )KeJaTeIbHO HE BBOJHUTH MApOJIM JOCTYIA, JOTMHBI U KaKHE-TO

HOMEDPA;



2. Hcnone3yit u OOHOBISI aHTUBHPYCHBIE TNPOTPaMMbl U OpaHIMAydD.
Tem cambIM ThI 00€30macHIlb ce0s OT 3aKaYKU BUPYyCa Ha TBOE YCTPOUCTBO;

3. [Tpu ucnionszoBanuu Wi-Fi otkmoun ¢pynkuuio «O0mmii 1ocTyn K daitnam
U npuHTepamy». [laHHas QyHKOMS 3aKppiTa MO YMOJYaHHWIO, OJHAKO HEKOTOPHIC
M0JIb30BATEIH AKTUBUPYIOT €€ sl yA00CTBa UCIIOIb30BaHUs B paboTe win yuebe;

4. He wucnone3yii nyOmumuseiii WI-FI mns mepemaum JNMYHBIX  JaHHBIX,
HaIpuMep, JIJIsl BBIX0JIa B COLIMAIBHBIC CETH WJIM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonpko 3amuiieHHoe coeaqunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-ampeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun ¢yHKuuo «llogkmouenne k' Wi-Fi
aBTOMaTu4yecku». He mormyckail aBTOMaTHUYE€CKOTO MOAKIIOYEHHUS YCTPOMCTBA K CETSIM

Wi-Fi 6e3 tBOEro cornacus.

CounmnajnbHble CeTH

CouuanpHass ceTb - JTO CaMT, KOTOPBIA NPEIOCTABISET BO3MOXKHOCTD JIIOISIM
OCYIIIECTBIISATh OOILIEHNE MEXAYy coO0ol B MHTepHeTe. Yalle BCero B HUX JUIsl KaKJ0ro YeJI0BEeKa
BBIJICTISICTCSI CBOSI JIMYHAS CTPAHWYKa, HA KOTOPOI OH YKa3bIBAET O ce0e pa3mnuHyo HHPOpMAIHIO,
HAuYMHAsg OT UMEHHU, (aMUIMM U 3aKaHYMBas JTUYHBIMHU (oTorpadusMu. MHOTHE MOIb30BaTEIN
HE TIOHUMAIOT, 9TO HH(pOpMaIHs, pa3MEIICHHAs UMHU B COITUATBHBIX CETSIX, MOKET OBITh HaliIeHa

H UCII0JIb30BaHa KEM YroaHo, B TOM YUCJIC HE 00s13aTeNIbHO ¢ 0JaruMu HaMCPCHUAMU.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH B COLHATbHBIX CETAX:

1. Orpanuyb criucok apy3ei. Y Te0s B Ipy3bsiX HE JOHKHO OBITh CIIy4aiiHbIX
1 HE3HAKOMEIX JIFOJICH;

2. 3amuiaii cBoro yacTHyIo *Hu3Hb. He ykasbiBail maposnu, Tenedonsl, agpeca,
JlaTy TBOETO POXJIEHUS U APYrylo JHYHYIO HHQOPMALUIO. 3I0yMBIIUIEHHUKHA MOTYT
MCIIOJIb30BAaTh J1aXke NH(OPMAIIMIO O TOM, KaK Thl U TBOM POJIUTENHN IUIAHUPYETE MPOBECTH
KaHUKYJIbL;

3. 3amuiai cBor penyTalnmio - IepKU ee B YMCTOTE U 3a/1aBail cebe Bompoc:
XOoTen OBl ThI, YTOOBI JApPYrHe MOJb30BaTeIM BHJENIHU, 4TO Thl 3arpyxaemb? [loxymaid,
MPEKIEe YEM UTO-TO ONyOJIUKOBATh, HAUCATh U 3aTPy3UTh;

4. Ecau Tl roBOpHILIB C JIFOJABMH, KOTOPBIX HE 3HAEllb, HE UCIIOJIb3YHl CBOE
peasgbHOe UMS M JPYTyI0 JUYHYI0 HHPOPMALUU: UMs, MECTO KHUTEIbCTBA, MECTO y4eObl
U TIpOYEe;

5. N30erait pasmemenus ¢ortorpaduii B VHTEepHETE, T1e Thl H300pakeH
Ha MECTHOCTH, 10 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOMOIOKEHHE;

6. IIpu peructpanu B COLMAIBHOM CEeTH HEOOXOJMMO HCIOJIb30BaTh

CJIOKHBIC ITapoJir, COCTOAIMIUC U3 GYKB n I_II/I(I)p N C KOJIMYECCTBOM 3HAKOB HC MCHCC 8;



7. J71st conmanbHOM CETH, TIOUTHI U IPYTUX CAWTOB HEOOXOIUMO HCITOIh30BaTh
paszHple maponu. Torma eciau TeOs B3JIOMAIOT, TO 3JO0YMBIIUICHHUKH IOTyYaT JOCTYII

TOJIBKO K OZTHOMY MECTY, a HE BO BCE Cpa3zy.

JIEeKTPOHHbIE JeHLI'H

DNEeKTPOHHBIE JAEHBIM — 3TO OYEHb YIOOHBINM CHOCO0 IUIaTex e, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JEHBIU MOSBUIMCH COBCEM HENABHO M UMEHHO H3-3a 3TOI0 BO MHOI'MX
rocyapcTBax 0 CUX IMOP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe onn pyHKIHOHUPYIOT M O HUX YK€ MIPOMUCAHO B 3aKOHE, TJIEe UX Pa3ielsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HuIIa B TOM, 4TO aHOHHMHBIE - 3TO T€, |
B KOTOPBIX pa3pemiaeTcs TMPOBOAMTH omnepanuu 0e3 HACHTU(UKAUN TO0JIH30BATEIS,
a B HE aHOHUMHBIX MJIEHTU(UKALIUU TTOJB30BATENS SABISETCS 0053aTeIbHOM.

Taxxe cienyer paznuyarh JIEKTPOHHbIE (DUATHBIC NEHBIH (PaBHBI T'OCYIapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHoBHbIE coBeThI 10 0e30nacHOil padoTe ¢ 3JIEKTPOHHBIMHU JeHbIAMM:

l. [IpuBsixu K cueTy MOOMIBbHBIHN TenehoH. DTO caMbliil yIOOHBIN U OBICTPHIi
crocob BOCCTaHOBUTH AOCTYII K cueTy. [IpuBsizaHHbIi TeaedoH MOMOXKET, €cli 3a0y/Ielb
CBOM IUIATEKHBIN MApOJIb WIIM 3alICIIb HA CAUT C HE3HAKOMOI'0 YCTPOKCTBA;

2. Ucnonb3yit omHopa3oBble mnapos. Ilocie mnepexona Ha YCUIEHHYIO
aBTOpH3alMIO TeOe yke He OyJIeT yrpoXKaTh ONaCHOCTb KpaXKH MJTU IlepexBaTa IIaTeKHOT0
napoJs;

3. Boibepu cnoxubiii nmapons. IlpectynHukam OyneT He MpocTo yraiarhb
CIIOKHBIN Maposb. Hage)xHble mapoinu — 3TO maposiv, KOTOpbIE COAepKaT HE MeHee 8
3HaKOB M BKJIIOYAIOT B ce0s CTPOYHbIE U MPONHUCHbIE OYKBBI, HU(PBI U HECKOIBKO
CHUMBOJIOB, TaKHe KaK 3HaK Jojulapa, (hyHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hampumep,
StROng!;

4. He BBOIM cBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICLIb.

JIEKTPOHHASA IOYTA

DIEeKTpOHHAs ITOYTAa — 3TO TEXHOJIOTHS U MPEIOCTABISIEMBIE €10 YCIYTH 10 MEPECHUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOLIEHHM, KOTOpbIE pacHpeleNsioTcs B KOMIBIOTEPHOH ceTu.
OO6b14HO AJIEKTPOHHBIN MOYTOBBIA  SIIMK  BBINVIAJUT CJIEIYIOLIUM oOpazom:
UMs_TIONIB30BaTEesI(@UMsL_JoMeHa. Taikke KpoMme Iepelauyd MpOoCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTh MepeaaBaTh (paisibl.

OcHoBHBIE COBETHI 10 0e30MacHOi padoTe ¢ 3JTeKTPOHHOM MOYTOM:

1. Hano BBIOpaTh mnpaBuiIbHBIM MouTOBBIN cepBuc. B MHTepHere ecTh

OTPOMHBIN BBIOOp OECIIaTHBIX MMOYTOBBIX CEPBHCOB, OJTHAKO JIyYIlle TOBEPATH TEM, KOT'O

3HAEUIb U KTO MEPBBII B PEUTHUHTE;



2. He ykaspiBaii B Tu4HOMN mouTte JHUHyI0 uHopmaruto. Hampumep, myudrie
BBIOPATh «MY3bIKaJIbHBIN (haHaT@» uin «pok2013» BMecTo «remal3»;

3. Hcnonp3yil OBYXATalHYyI0 aBTOPU3aLMI0. OTO KOIZA MOMHUMO HapoJis
HY’KHO BBOJUTb KOJ, IpHCbuIaeMblil 1o SMS;

4. Bri6epu cinoxHbIi naposib. {1 Kak10T0 MOYTOBOTO SAIIMKA JTOJDKEH OBITh
CBOM HaJICKHBIN, YCTOWYUBBIN K B3JIOMY MapoJib;

5. Ecnu ectp BO3MOXKHOCTH HamucaTb CaMOMY CBOW JIMYHBIA BOIPOC,
HCIIOJIb3YH 3TY BO3MOXHOCTD;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX AMMKOB. IlepBbIil 11 4YacTHOM
MIEPENUCKH C aJpecaTaMu, KOTOPBIM Thl JOBEpACIIb. JTO AJIEKTPOHHBIN aJpec HE HaA0
MCIIOJIB30BAaTh MPHU pEerucTpaluu Ha popymax u caiTax;

7. He otkpeiBail ¢aiinsl u Apyrue BIOXKEHHMs B NHUCbMax Aa)K€ €CIU OHU
MPUIIUIA OT TBOUX JIpy3ei. JIydilie yToOuHU y HUX, OTHPABISUIN JTU OHU TeOe 3TH (Paiiisbl;

8. [Tocne okoH4aHus pabOTHI Ha IOYTOBOM CEPBHUCE MEpe] 3aKPHITUEM

BKJIQJIKU C CAiTOM He 3a0y/ib HaXxaThb Ha «BpIATIY.

KnoepOoyJJuHr wjiy BUPTYAJLHOE U31EBATEILCTBO

KubepOymnuHr — mpeciie/loBaHue COOOIICHHUSMHU, COJCP)KAIIUMHU  OCKOPOJICHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; CONMATbHOE OOMKOTHPOBAHHE C MOMOUIBIO PA3TUYHBIX
UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pble ¢ KNOepOyIJIMHIOM:

1. He Opocaiicst B 60if. Jlyummii cmoco0: mocoBeTOBaThCsl Kak ceOsl BECTH

H, €CITH HET TOT0, K KOMY MOKHO OOpaTHThCS, TO BHAYAJIE YCIIOKOUTHCS. ECIu Tl HauHelb

OTBEYAaTh OCKOPOJICHHSIMH Ha OCKOPOJIEHUS, TO TOJIBKO €Ile OOJIbIe Pa30XIKellb

KOH(JIUKT;
2. VYmpasinsii cBoeil kubeppenyTaluei;
3. AHOHMMHOCTh B ceTH MHHMas. CyIecTBYIOT CIOCOOBI BBIICHUTB, KTO

CTOMT 32 aHOHUMHBIM aKKaAyHTOM;
4. He crouT BecTH XynuraHckuil oOpa3 BUpPTyalnbHOH XH3HHM. MHTepHeT

¢uKcupyer Bce TBOM JEHCTBUS W COXpaHseT HX. YIanuTh uxX Oyner KpaiHe

3aTPYJIHUTEIBHO;
5. Benu ce0st BEKIUBO;
6. Urnopupyit eaunuuHblii  HeraTuB. OJHOpa3oBbIE OCKOPOUTEIBLHBIE

COOOIIeHusl JIydllie UTHOpUpoBaTh. OOBIYHO arpeccust MpeKpalaeTcs Ha HavyalbHOM
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMHU,
B COIMAIBHBIX CETAX €CTh BO3MOXXHOCTh OJIOKHPOBKH OTIPAaBKU COOOIIEHUM
C OTpPEJICTICHHBIX aJPECOB;

8. Ecnm 161 cBUneTens kubepOyunara. TBou MEHCTBHS: BBICTYIIUTH MPOTHB

mpeciacaoBarciis, mokKka3atb €My, 4TO €ro I[GﬁCTBHSI OLCHUBAKOTCA HCTAaTUBHO, ITOAACPKATH



KEpPTBY, KOTOPOH HY)KHa ICHXOJOTMYEcKas MOMOIIb, COOOIIUTHh B3pOCIHBIM O (hakTe

arpe€CCUMBHOIO IMOBEACHUS B CCTH.

MoOuabHbIii TeaedoH

CoBpemenHble cMapT(OHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOIHE B3POCIbIN (PyHKIIMOHA,
U Telepb OHU MOTYT KOHKYpUPOBaThb CO CTAallMOHAPHBIMHM KOMIIbtoTepamu. OJQHAKO, CPEeACTB
3aIIUTHI AJIs TOJJOOHBIX YCTPOMCTB IMOKa OYeHb Majo. TecTupoBaHUE 1 TOUCK YSI3BUMOCTEH B HUX
MIPOUCXOUT HE TaK MUHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcss 1 MOOMITbHBIX MPHIIOKCHHIA.
CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yxkKe MPaKTUYECKU JAOTHAIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIUOHAIA BIEYeT 3a COOOH OOJBUIYI0 CIOXKHOCTh M MEHBIIYIO
3alIMUIIEHHOCTb.
Jlaneko He BCE MPOM3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTHUECKUE
YS3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.
OcHOBHBIE COBETHI J1JIs1 0€30NMACHOCTH MOOMJIBHOTO Tesie()oHa:
1. Byns octropoken, Benp korga tebe mpemsaraloT OecIUlaTHBIM KOHTEHT,
B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TIJIaTHBIC YCIIYTH;
2. Hymaii, mpexe uem otrnpaBuTh SMS, ¢poTto unu Buneo. Thl TOUHO 3HACIID,

r7ie OHU OyJIyT B KOHEYHOM UTOTE?

3. Heo6xoauMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX Te€JIE€()OHOB;
5. He 3arpyxaii npuio>xeHusi OT HEM3BECTHOI'O HUCTOYHMKA, BE/Ib OHU MOTYT

coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 0OecIieueHue;
6. [Tocne Toro xak Thl BbliiienIb € caiiTa, e BBOAWI JINYHYIO HHPOPMAIIHIO,

3aiiin B HACTpOMKH Opay3epa u yganu cookies;

7. [lepuonnyecku npoBepsil Kakue MIaTHbIe YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;
8. JlaBail cBoii HOMEp MOOUIIBLHOTO Tese(OoHa TONBKO JIIOASIM, KOTOPBIX ThI

3Haelllb U KOMY JI0BEpsielllb;
9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJa Thl UM HE TIOJIb3YEIbCS.

He 3a0b1Baii nHOT/1a IPOBEPSATH 3TO.

OUIIMHT IR KpazKa JUYHbIX JTaHHbIX

I'maBHast uenp QuIUUHr — BuJa VHTepHET-MOIIEHHHYECTBA, COCTOMT B MOJYyYEHUHU
KOH(HICHIIMAJIBHBIX JAHHBIX IMOJIb30BaTeNleil — JIOrMHOB M naposieil. Ha anrnmiickom s3bike
phishing yntaercsa kax ¢pummHr (ot fishing — psi6Has noBs, password — naposb).

OcHoBHBIE COBETHI 10 00pb0e ¢ PUINMHIOM:

1. Crnenm 3a cBOMM akkayHTOM. Eciu Thl mopo3peBaelib, YTO TBOSI aHKETa

Obula B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATh €€ M COOOLIUTH aJMHHUCTPATOpam

pecypca 00 3TOM Kak MOYKHO CKOpee;



2. Hcnons3yit 6e30omacHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-MAara3uHoB U
MOMCKOBBIX CUCTEM;

3. Hcnonb3yit clokHbIE W pa3Hble mapoiu. Takum oOpa3om, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJIy4aT JOCTYM TOJIBKO K OJHOMY TBOEMY IPOQHUITIO B
CETH, a HE KO BCEM;

4. Ecnu T1ebs B3momanu, TO HEOOXOIUMO TMPEAYNpPEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIC J00aBIIEHB y TeOsI B APY3bAX, O TOM, YTO TeOs B3JIOMAIHU

H, BOBMOXHO, OT TBOCTO MMCHHU 6YI[CT paccblIaTbCA CllaM U CCBUIKHM Ha (1)I/IH_II/IHFOBBIG

CalTHI;
5. VYcranoBu HanexHbIN maposib (PIN) Ha MoOUITBEHBIN TenedoH;
6. OTkiII09M cOXpaHEHHE MmapoJisi B Opaysepe;
7. He otkpeiBail ¢aiinsl u Apyrue BIOXKEHHMs B NHUCbMax Aa)K€ €CIU OHU

IMPUILIN OT TBOUX ,Z[py3€l>i. qume YTOUHHU y HUX, OTIIPABJIAJIN JIX OHU Tede ITU (baﬁﬂbl.



